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vf'kf{kr Hkkjrh; efgyk;sa ,oa lkbcj lqj{kk 

'kks/kkFkhZ % 

lq'khy dqekj 

चौधरी चरण स िंह विश्िविद्यालय, मेरठ 

'kks/k lkjka'k 

Ñf=e cqf)eÙkk (AI) us lekt esa lkbcj lqj{kk dks ysdj cgqr lh leL;k;sa [kM+h dj nh gSA ,d 

lk/kkj.k Hkkjrh; ukxfjd tks lekt esa gksus okyh vk/kqfud [kkstks ij utj j[krk gSA dHkh&dHkh 

og Hkh fnu&izfrfnu gksus okyh rduhfd uokpkj dks le>us esa vleFkZ gks tkrk gSA bu ifjfLFkfr;ksa 

esa mu efgykvksa dks tks vk/kqfud f'k{kk ls nwj gS] dSls bu fo"k;ksa dks le> ik;sxhA 

vk/kqfud f'k{kk ls nwj efgyk;sa Hkh vk/kqfud rduhdh dk iz;ksx djus dks ck/; gS] fcuk vk/kkjdkMZ 

ds 'kk;n gh dksbZ ljdkjh nLrkost vkt curk gS gks ;k ljdkjh dk;Z gksrk gks gj txg vk/kkj 

dkMZ vfuok;Z gS] vk/kkj dkMZ dk iz;ksx djus ij lkekU;r% iz;ksx gksus okyk OPT (One Time 

Password) Hkh budks i<+uk ugh vkrk gSA ;g 'kks/k i= vf'kf{kr efgykvksa dh lkbcj lqj{kk dh 

fLFkfr D;k gS\ bldks le>kus dk iz;kl djrk gSA  

chtd 'kCn %& vf'kf{kr efgyk;s] lkbcj lqj{kk] Hkkjrh;] 'kSf{kd fLFkfr] fMftVy bf.M;k  

 

 

izLrkouk %& 

lH;rk ds izkjEHk ls vc rd Hkkjrh; efgykvksa us cgqr mrkj&p<+ko ns[kk gSA flU/kq&lH;rk dks 

efgyk iz/kku lH;rk ekuk tkrk gSA ,sls cgqr ls lk{; flU/kq lH;rk ls izkIr gq;s gS] tks bl 

lH;rk ds ekr`lRRkkRed gksus okys izekf.kr gSA mifu"kn dky esa Hkh Hkkjrh; efgykvksa dks i;kZIr 

Lora=rk izkIr FkhA dkSfVY; Hkh ifr ds cnpyu gksus ij iRuh dks vius  ifr ls rykd ysus dk 

gd nsrs gSA ckS) dky esa efgykvksa dks iq:"kksa ds leku Lora=rk o lekurk miyC/k FkhA 
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Hkkjr ij yxkrkj fons'kh vkØe.kksa us Hkkjrh; efgykvksa dh fLFkfr dks ukjdh; cukus esa vge 

Hkwfedk fuHkkbZA bu fons'kh eqÌks esa Hkkjrh;ksa dh gkj us efgykvksa dks ?kjks esa dSn djus o muds 

vf/kdkjksa ds guu] Lora=rk dks lekIr djus dk dk;Z fd;kA ;q) esa fL=;ksa dk cykRdkj] ywV&ikV 

o mudks vius lkFk ys tkuk ,d vke ckr HkhA bu lcdh otg ls fL=;k¡ f'k{kk ds ekSfyd 

vf/kdkj ls oafpr gks xbZA vf'k{kk us mls ?kj ds dk;ksaZ esa rks n{k ¼fuiq.k½ dj fn;k ysfdu vk/kqfud 

f'k{kk ds vHkko us mls foKku esa gksus okys cnykoks dks le; ds lkFk le>us esa v{ke cuk fn;kA 

vk/kqfud Hkkjr esa Hkh efgykvksa dh ;g vf'k{kk ns[kus dks feyrh gSA vc Hkh yxHkx 30 izfr'kr 

Hkkjrh; efgyk;sa vf'kf{kr gSA tcfd dEI;wVj lk{kjrk nj rks cgqr de gSA efgykvksa esa dEI;wVj 

lk{kjrk nj iq:"kksa ds eqdkcys de gSA  

vk/kqfud f'k{kk ds cxSj vk/kqfud lekt esa efgyk ds fy;s lEeku ls thuk eqf'dy gSA Lora=rk 

ls iwoZ Hkkjr esa efgykvksa dh 'kSf{kd fLFkfr n;uh; FkhA Lora= Hkkjr dh izR;sd ljdkj us efgyk 

dks c<+kus dk iz;kl fd;kA u dsoy tUe ds lgh le; ckn cPpksa dh f'k{kk dks ekSfyd vf/kdkj 

cuk;k] cfYd f'k{kk dks ekSfyd dÙkZO; esa Hkh tksM+kA o;Ld yksxksa dks f'kf{kr djus ds fy, izks<+ 

f'k{kk dk;ZØeksa dks c<+kok fn;k gSA Hkkjr dh lHkh izns'k ljdkjsa o Hkkjr ljdkj rduhfd dh 

egÙkk dks le>rs gq;s dEI;wVj lk{kjrk vfHk;ku pyk jgh gSA 

dEI;wVj f'k{kk izkIr O;fDr vkWuykbu gksus okyh /kks[kk/kM+h ds izfr tkx:d gksxkA le; jgrs 

viuk cpko dj ldrk gSA efgyk dks iq:"k iz/kku lekt dk ,d fgLlk ges'kk ls foyklrk dh 

oLrq lelrk jgk gSA blhfy, vkt ds le; esa Hkh efgykvksa dks y{; cukdj muds f[kykQ dbZ 

izdkj ds lkbcj vijk/k fd;s tkrs gSA vf'kf{kr efgyk;sa Hkh eksckby dk bLrseky djrh gS] dqN 

etcwjh esa dqN t:jr dh otg ls D;ksafd ljdkjksa us viuh ;kstukvksa dks efgyk dsfUnzr djrs 
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gq;s] efgykvksa dks ?kj dk eqf[k;k cuk fn;k gSA ljdkj T;knk ls T;knk efgykvksa dks gh ljdkjh 

;kstukvksa dk ykHk nsuk pkgrh gSA 

ysfdu bu ;kstukvksa dks JAM ¼tu/ku] vk/kkj] eksckby½ ls tksM+ fn;kA blds fy;s efgykvksa] 

dks eksckby iz;ksx djuk iM+rk gSA ;fn o eksckby dk mi;ksx ugha djrh gSA rks mudks ljdkjh 

;kstukvksa dk ykHk feyus eas ijs'kkuh gksrh gSA 

Hkkjr esa gksus okys lkbcj vijk/k ds izdkj ,oa mudk mnHko 

Ø-l- ns'kh izfr'kr 

1. Kyc/customer care number refind based froud 40% 

2. Sexfortion  240% 

3. AePs Fouds Primetric clonming 8% 

4. Online Boooking, fave franchies, QR Code 

based 

20% 

5. Android Mobile based malware  8% 

fons'kh 

1. Innestment/Task based scan's digital 

arrest/Fedx scam 

40% 

2. Illegal Loan apps 23% 

3. Illegal Gaming/crpto/Trading scam 21% 

4. Romanel scem 10% 

5. Ransomueore, Haking others 6% 

 Source: NCRP Analysis 

 

Hkkjr ljdkj us ljdkjh dkedkt dks Rofjr xfr ls djus ds fy;s tqykbZ 2015 esa fMftVy 

bf.M;k izksxzke dk izkjEHk fd;kA ftlds rgr ljdkj us viuh lsokvksa dks vkWuykbu dj fn;k 
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,oa ns'k ds ukxfjdksa rd viuh ig¡qp vklku cukus dk iz;kl fd;kA ukxfjd ,d fDyd ij 

vf/kdka'k ljdkjh dk;ZØeksa] ;kstukvksa dh tkudkjh izkIr dj ldrk gSA 

ljdkj ds fMftVy bf.M;k iksVZy ij MkVk ds vuqlkj 138 djksM+ vk/kkj dkMZ] tkjh gks pqds gSA 

924-98 djksM+ MkD;wesaV fMftVy ykdj ls tkjh gks pqds gSA MyGov. ij 3-9 djksM+ yksxksa us 

jftLVªs'ku fd;k gqvk gSA iks"k.k nsdj ¼lgh iks"k.k ns'k jks'ku½ ij 13-31 yk[k AWC yksx dk;Zjr 

gSA bZ&lathouh ij 27-97 djksM+ yksxksa dh lsok dh tk jgh gSA Lokos ij 92-06 yk[k Lo;a 

lgk;rk lewgksa dk uEcj iznf'kZr gks jgk gSA ekf"kuh ,oa 500K$ yksxksa us MkmuyksM fd;k gqvk 

gSA 

mijksDr MkVk ls irk pyrk gS fd nqfu;k ds loksZPp tuukdh; okys ns'k Hkkjr us fMfVty {ks= 

esa vewriwoZ mUufr dh gS ,oa bl nqfu;k esa yxkrkj ubZ ÅpkbZ;ka gkfly dj jgk gSA ukxfjdksa 

dk reke lqfo/kk;sa dqN fDyd ij miyC/k gSA bl mUufr dh jkg esa tks ihNs jg x;s gSA mUgsa 

Hkqyk;k ugha tk ldrkA ihNs jg x;s yksxksa esa gS Hkkjr dh yxHkx 30 izfr'kr vf'kf{kr efgyk;saA 

budh lkbcj lqj{kk ,d pqukSrh gSA 

Hkkjr esa efgykvksa dh 'kSf{kd fLFkfr %& 

efgyk lk{kjrk nj ¼2021½ % 70-3 izfr'kr INSO 

iq:"k lk{kjrk nj ¼2021½ % 84-7 izfr'kr (National Statishical office) 

Lora=rk ds ckn Hkkjr esa lk{kjrk dh fLFkfr %& 

fMftVy lk{kjrk %& 

 Hkkjr ljdkj us fMftVy lk{kjrk dks c<+kus ds lu~ 2014 ls 2016 ds e/; nh egRoiw.kZ 

vfHk;ku pyk;s "National digital Literacy Mission" (NDLM) fMftVy lk{kjrk vfHk;ku blds 
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rgr ljdkj us 52-50 yk[k yksxksa ds fMftVy lk{kjrk dk y{; j[kk tcfd 53-67 yk[k yksxksa 

dks fMftVy lk{kjrk iznku dhA  

 2017 esa Hkkjr ljdkj us 6 djksM+ xzkeh.k ifjokjksa dh fMftVy lk{kjrk ds fy;s **iz/kkuea=h 

xzkeh.k fMftVy lk{kjrk vfHk;ku (PMGDISHA)" dk izkjEHk fd;kA ftlds rgr dqy 5-78 

djksM+ yksxksa us ukekadu djok;kA 

Hkkjr dh lEiw.kZ] lokZaxh.k fodkl ds fy;s vko';d gS] lekt ds izR;sd fgLls dh mles Hkkxhnkjh 

;fn gekjs ns'k dk ,d cM+k lkekU; f'k{kk ,oa fMftVy lk{kjrk ls nwj jgsxkA f'kf{kr ,oa izf'k{kr 

fd;k tk;s rks og ns'k ds fodkl esa ldkjkRed ;ksxnku nsxkA 

Hkkjr esa efgykvksa ds izfr gksus lkbcj vijk/k %& 

lkbcj vijk/k@foÙkh; /kks[kk/kM+h@xksiuh;rk@vkWuykbu Cysdesfyax 

foÙkh; /kks[kk/kM+h %& lkekftd thou esa /ku ,d egRoiw.kZ Hkwfedk fuHkkrk gS] /kukHkko esa O;fDr 

dk thou iq"dj gks tkrk gSA tc O;fDr ds thou eas Ñf=e phtksa dh vf/kdrk gks tkrh gSA rks 

/ku dk egRo c<+ tkrk gSA vkt ds le; esa /ku dbZ :iksa esa miyC/k esa gS] mlesa ls /ku dk 

vkWuykbu mi;ksxA vkt O;fDr ds }kjk iz;ksx esa gksus okyh eqnzk dk vf/kdka'k fgLlk cSafdx 

iz.kkyh dk fgLlk gSA vkWuykbu cSafdx bldk egRoiw.kZ fgLlk gks xbZA ftl dkj.k dqN yksx 

fofHkUu rjhdksa ls vkWuykbu Bxh djrs gS ,oa O;fDr dh esgur dh dekbZ mM+k nsrs gSA 

vkWuykbu foÙkh; /kks[kk/kM+h NCRP f'kdk;rsa %& 

2019 & 26]049 

2020 &  2]57]777 

2021 & 4]52]414 

2022 & 10,29,026 
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2023 & 13,10,000 

2024 & 22]68]346 

2025 & 24]00]000 

 

mijksDr ntZ f'kdk;rs dk MkVk efgyk&iq:"k esa miyC/k u gS] ysfdu blls ;g vuqeku yxk;k 

tk ldrk gSA fd vkWuykbu foÙkh; /kks[kk/kM+h esa Hkkjr essa djksM+ksa :i;s dh ywV gks jgh gSA blesa 

vf'kf{kr ;k de&f'kf{kr efgykvksa ds lkFk foÙkh; /kks[kk gksus dh lEHkkouk T;knk jgrh gSA 

lkbcj Økbe iksVZy ij izfrfnu 6000 f'kdk;rsa ntZ gksrh gS gSA izfrfnu 60 djksM+ :i;s dh 

gkfu] 1930 gsYiykbu ij 60]000 dkWy izfrfnu izkIr gksrs gSA 

lkoZtfud /kkfeZd LFkkuksa ij dh tkus okyh xfrfof/k;ksa dks fjdkMZ djukA cgqr lh efgykvksa dks 

irk Hkh ugh gksrk fd muds }kjk dh tk jgh lHkh xfrfof/k;k¡ fjdkMZ dh tk jgh gSA 

vHknz Hkk"kk ,oa Vªksfyax (Hat speech and troling) %& 

izR;sd dks ekuoh; xfjek dk lEeku djuk pkfg;s] Hkk"kk mles egRoiw.kZ Hkwfedk vnk djrh gSA 

efgykvksa ds f[kykQ vxj iq:"k lekt dks ckr ilan ugh vkrh rks mudks Vªksy djrs gSA mlds 

fy;s Hkk"kk funauh; Lrj rd uhps fxj tkrh gSA  

vkWuykbu ekugkfu %& 

fdlh efgyk dh lgefr@vlgefr ls yh xbZ O;fDrxr ;k rLohj tks oks ugh dh vkWuykbu 

mls lc ns[ks mudks fdlh iq:"k }kjk lks'ky ehfM;k ij iksLV djds mls csbTtr fd;k tkrk 

gSA dkuwu ,slk djuk vijk/k gS] ysfdu lkbcj vijk/k ds bl f?kukSus dk;Z ls ml efgyk dk 

vijk/k cks/k f?kj tkuk LokHkkfod lk gks tkrk gSA blh ifjfLFkfr esa mls ?kj lekt dk ldkjkRed 

lg;ksx u feys rks mldh ekufld fLFkfr n;uh; gks tkrh gSA  
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efgykvksa dks lkbcj&vijk/kksa ls cpkus ds mik; %& 

1- lkbcj vijk/kksa dks cgqr gn rd jksdk tk ldrk gSa] ;fn yksxksa dks lgh lwpuk gks] lwpuk 

dk vHkko yksxksa ds xqejkg gksus dk eq[; dkj.k gS] blds fy;s vko';d gS] Hkkjr ljdkj] lHkh 

izns'k ljdkjsa iapk;rh jkt] uxj ikfydk ¼LFkkuh; ljdkjsa½ lHkh feydj ,d lkFk] ,d xgu 

tkx:drk vfHk;ku pykuk pkfg;sA 

2- vf/ke ek=k esa lkbcj&lqj{kk dfeZ;ksa dh fu;qDr djuh pkfg;s ,oa mudks fo'o dh Js"B 

rduhdh ls izf'kf{kr djuk pkfg;sA 

3- vkWuykbu vijk/kksa dh izkjEHk esa O;fDr dks ykyp fn;k tkrk gSA efgykvksa dks pkfg;s 

fdlh izdkj ds ykyp esa u vk;sA 

4- cgqr varjax rLohjs fo'okl esa yhj tkrh gS ,oa okn esa mudks CySdesafyax esa iz;ksx fd;k 

tkrk gSA vU;Fkk dh fLFkfr esa mudks fofHkUu lks'ky ehfM;k lkbVksa ij ;k rks Mky fn;k tkrk gS 

;k /kedh nh tkrh gSA efgykvksa dks pkfg;s fd bl izdkj dh rLohjs fdlh  ij Hkh Hkjkslk djds 

u ysaA 

5- ;fn lEHko gks rks efgykvksa dks lkekU; dEI;wVj lk{kjrk gkfly djuh gSA D;ksafd Hkkjr 

esa efgyk dk eq[; dkj.k mfpr voljksa dk vHkko jgk gS ysfdu vc le; esa cnyko ds mfpr 

volj miyC/k gS rks mudk iz;ksx djuk pkfg;sA 

6- efgykvksa esa lkbcj lqj{kk dh psruk fodflr djus ds fy;s yksdxhrksa dks ek/;e cukdj 

mu rd tkudkjh dks igq¡pk;k tk ldrk gSA 

7- vf'kf{kr efgykvksa dks pkfg;s foÙkh; ysu&nsu ds ekeyksa esa fdlh ,d ij gh Hkjkslk u 

djs] nks&rhu yksxksa Hkjkslscan ls tkudkjh ysA 
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8- vf'kf{kr efgyk tks LekVZQksu dk iz;ksx djrh gS] izR;sd xfrfof/k dks vkWuykbu lk>k 

djus ls cpuk pkfg;sA 

lkj %& 

lekt esa ifjorZu izkÑfrd fu;e gSA bl lnh esa rduhdh cgqr rsth ls cny jgh gSA lekt 

dk ,d fgLlk bl rduhdh cnyko dks le>us dk iz;Ru dj] mls viukus dh dksf'k'k djrk 

gSA ysfdu iwjh rjg bl cnyko dks vkRelkr~ uh dj ikrk gSA Hkkjr dh vf'kf{kr efgykvksa ds 

gkFkksa esa Hkh vkt LekVZQksu igq¡p jgk gSA ftldk 'kq:vkrh mi;ksx fdlh Hkh enn~ ls djrh gS] 

ysfdu baVlsV dh nqfu;k ls iqjh rjg vatku gksrh gSA 

vkijkf/kd izo`fÙk ns'kh ;k fons'kh yksxksa ds fy;s esa lk/kkj.k yksx <xh dk vklku tfj;k cu tkrs 

gSA dHkh&dHkh tku igpku okys O;fDr Hkh mudh vf'k{kk dk Qk;nk mBkdj] mudks ijs'kku djrs 

gS] futkr dk mYya?ku] CySdesfyax] foÙkh; /kks[kk/kM+h vkfn djrs gSA bu lc ls cpus dk ,d 

csgrjhu mik; gS] tkx:drkA efgykvksa dks pkfg;s ftruk laHko gks lkbcj lqj{kk lEcU/kh 

tkudkjh gkafly djsA 

Hkkjrh; efgykvksa dks Hkh ckck lkgsc MkŒ Hkhejko vEcsMdj dh ,d ckr ;kn j[kuh pkfg;s 

efgykvksa dks iSlk bTtr ls esgur djds dekuk pkfg;s u fd nsg O;kikj lsA 
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