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Abstract  

The globe has seen a transformation in the way that people communicate, express themselves, and share 

information as a result of the swift growth of social media platforms. Nonetheless, this digital revolution 

has also brought forth significant issues about privacy, user rights, and the legal obligations of both 

users and the platforms themselves. This research paper investigates the shifting environment of social 

media privacy by studying legislative frameworks, judicial interpretations, and regulatory mechanisms 

that regulate data protection in the digital era. The research investigates how social media platforms 

gather, process, and distribute personal information, frequently without obtaining express permission 

or demonstrating sufficient openness. It emphasizes the growing number of users who are susceptible to 

data breaches, identity theft, cyberstalking, and unwanted profiling. This study assesses the efficacy of 

the safeguards that are now in place by evaluating important pieces of law, such as the Personal Data 

Protection Bill, the General Data Protection Regulation (GDPR), and the Information Technology Act 

of 2000, as well as privacy rules that are unique to certain platforms. In addition, the investigation looks 

into the duties that users have, which include sharing in a responsible manner, being aware of privacy 

settings, and exhibiting ethical conduct while online. The findings demonstrate that inadequate privacy 

measures are the result of loopholes in enforcement and a lack of digital literacy, even in the existence 

of relevant regulations. The investigation comes to the conclusion that the establishment of a secure and 

rights-based social media ecosystem necessitates the implementation of stricter regulatory enforcement, 

improved digital literacy, transparent data practices, and accountability on the part of the user. 

Keywords: Privacy, Cyber Law, Digital Rights, Data Protection, Social Media Policy, User Rights, 

Online Safety 

Introduction  

The proliferation of social media platforms has drastically altered people's online personas, 

communication styles, information consumption habits, and social interactions. Social media sites and 

messaging apps like Facebook, Instagram, Twitter, WhatsApp, YouTube, and TikTok have permeated 

every aspect of people's lives to the point where they no longer distinguish between their personal and 

public lives. Although these platforms provide users with new ways to communicate and express 

themselves, they also put them at risk of privacy invasion, data breaches, and identity theft. Advertisers, 
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data brokers, hackers, and even governmental surveillance agencies have found a rich hunting ground 

on social media due to the constant sharing of images, videos, personal views, real-time whereabouts, 

and sensitive data. This has led to the rise of the topic of social media privacy to the forefront of 21st 

century ethics, law, and society.  

The vastness and complexity of data collecting tactics are fuelling the fires of controversy around social 

media privacy. In data-driven business models, which are prevalent on most platforms, user data is 

treated as a precious commodity. Personalization of ads, optimization of engagement, and improvement 

in revenue are all possible outcomes of algorithms monitoring user behaviour, preferences, search 

history, browsing habits, and even emotional states. Even if consumers willingly provide some of this 

data, a lot of it is still unclear, complicated, and poorly explained. Questions of informed consent and 

data autonomy arise from the information gap between platforms and users. Incidents like the 

Cambridge Analytica affair and other worldwide data breaches have also highlighted the dangers of 

aggressive surveillance capitalism and unchecked data mining.  

The notion of privacy has changed significantly in the legal context as a result of digital technology. 

Problems like algorithmic profiling, targeted manipulation using personal data, and cross-border data 

transfers were not considered when conventional laws were being written. This has forced governments 

throughout the globe to revise their regulatory policies. While cybercrimes and data misuse have been 

somewhat addressed by the Information Technology (IT) Act, 2000 and its following revisions in India, 

there are still some unanswered questions regarding user permission, intermediary accountability, and 

the secure management of digital data. Users' rights, businesses' responsibilities, and data processing 

openness would all be strengthened under the new Digital Personal Data Protection Act. The General 

Data Protection Regulation (GDPR) of the European Union is widely regarded as a model for protecting 

digital rights on a global scale. It places an emphasis on concepts such as legality, openness, 

minimization, and responsibility.  

All aspects of privacy, including legal, ethical, and social ones, must be carefully considered. 

Oversharing, insecure passwords, third-party apps, and public Wi-Fi are concerns that users frequently 

fail to fully appreciate. Many people either don't know how to adjust their privacy settings or choose 

ease of use over safety. People unintentionally divulge more personal details about themselves due to 

social media addiction, peer pressure, and the need for social recognition. Users can expose themselves 

to privacy risks even with the most robust legislation in place if they lack adequate digital literacy. The 

duties of both users and platforms are another critical component. Users must take responsibility for 

protecting the privacy of others, checking information before sharing it, staying away from 

cyberbullying, and keeping track of their own digital identities, even though laws impose obligations on 

platforms to do the same. Ethical digital citizenship is around striking a balance between one's rights 

and duties online. Building an ecosystem where platforms and users are conscious of and accountable 

to one another is difficult. The preface states that the issue of social media privacy is a worldwide 

concern that needs changes to the law, protections in technology, more ethical conduct, and more digital 

literacy, rather than just being a private affair. A secure and privacy-respecting digital world can only be 

achieved via strong legislation and common accountability. 

Review of Literature  
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Anderson (2017) looked into how teens use social media and discovered that they share too much due 

to pressure from their peers, the need for approval from others, and an ignorance of the potential long-

term effects of their actions. The results showed that young people frequently post private information 

(such as their whereabouts, school information, and images of themselves) without realizing the 

potential dangers to their privacy. According to Anderson, young people's lack of knowledge about 

online safety makes them easy targets for predators engaging in cyberbullying, stalking, grooming, and 

identity theft. The study's authors stressed the need of parental advice, platform-level protections, and 

digital literacy initiatives in schools. If we want to see fewer data breaches and more secure digital 

conduct among young people, Anderson says we need to raise their understanding. 

Bhatia (2018) analysed the fall in social media users' faith in the platforms as a result of unethical data 

sharing and frequent data leaks. According to the research, the public loses faith in platforms' capacity 

to protect personal data after big instances like the Cambridge Analytica affair. In order to restore user 

faith, Bhatia said, the platform must be transparent, hold users accountable, and take proactive security 

steps. According to the study's findings, platforms can't keep users' confidence in the long run unless 

they implement better encryption, conduct frequent audits, and provide more transparent privacy 

disclosures. 

Smith (2018) study explored how Facebook users comprehend the various data-sharing processes and 

privacy settings. Findings showed that consumers' understanding of privacy mechanisms was 

inadequate, even if they felt they had control over their personal data. Smith discovered that people 

seldom changed the default settings, which meant that their data was very vulnerable. Users are less 

likely to employ privacy settings when policies are complicated, according to the study. Smith came to 

the conclusion that platform providers knowingly employ obtuse terminology in order to restrict 

transparency and retain control over customer data. Based on the findings, it is crucial to enhance user 

education, simplify regulations, and provide clearer permission processes in order to fortify social media 

platforms' digital privacy protections. 

Kumar and Sharma (2019) looked at the growing trend of social media data leaks and how they affect 

user safety. Multiple high-profile breaches impacting millions of people worldwide were identified in 

their analysis. The results showed that platforms frequently did not have sufficient security measures in 

place, leaving user data open to targeted cyberattacks, identity theft, financial fraud, and unauthorized 

access. inadequate platform accountability is a direct outcome of inadequate regulatory enforcement in 

underdeveloped nations, which the authors highlighted. They advocated for stronger cybersecurity rules 

and harsher legal punishments to safeguard user data. To protect user data, the report recommends 

stronger encryption methods, frequent audits, and better privacy regulations. 

Gupta (2019) examined landmark instances from India's courts concerning digital privacy and found 

that judges are starting to see privacy as a basic human right. The research drew attention to seminal 

decisions that upheld the right to privacy, such as Justice K.S. Puttaswamy vs. Union of India. Gupta 

discovered that inadequate legal infrastructure and antiquated cyber laws cause practical enforcement to 

be poor, even when there is court backing for it. In order to back up judicial rulings, the research 

highlighted the necessity for thorough data protection laws. To guarantee that individuals in the digital 

era have genuine privacy protection, Gupta came to the conclusion that vigorous legislative measures 

are necessary to supplement judicial activism. 
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Williams (2020) studied the mental effects of privacy invasions on those who use social media. 

According to the research, those who were the victims of privacy breaches felt more fear, distrust, and 

emotional pain. A lot of people were embarrassed or worried about the repercussions of their online 

personas since they thought they had no control over it. Concerns about one's privacy extend well 

beyond the realm of law and technology, as Williams pointed out. The research found that platforms 

should make it easier for users to report issues, give faster ways to resolve complaints, and connect 

impacted users with emotional assistance. Williams said that privacy regulations should take mental 

health into account. 

Li (2020) examined the use of algorithms for profiling users and the prevalence of digital surveillance 

on famous social media sites. In order to forecast preferences and impact online behaviour, the study 

found that sophisticated algorithms methodically monitor user actions, emotional reactions, interaction 

patterns, and browsing histories. Concerns about manipulation, autonomy, and consent are major ethical 

issues that these techniques bring up, according to Li. According to the study's findings, there is a power 

disparity between platforms and consumers since individuals do not realize how much data algorithms 

gather. Data minimization, clear user agreement, and algorithmic transparency were some of the stricter 

requirements put out by Li. According to the research, algorithmic profiling is a major contemporary 

privacy risk. 

Johnson and Miller (2020) investigated new patterns of cybercrime which are associated with social 

media. Phishing, impersonation, romance scams, and financial theft are all ways that hackers take 

advantage of user information that is publicly available, according to their study. According to the study's 

findings, fraudsters have easy access to sensitive information since oversharing is common and privacy 

settings are often inadequate. Social media platforms, according to the authors, need to beef up their 

verification processes, upgrade their reporting systems, and invest in cutting-edge threat detection 

technology. They also stressed the importance of changes to the law to deal with cybercrime that crosses 

international borders. Findings from the study highlight the need of both technological protections and 

user knowledge in the fight against cybercrime. 

Rathi and Desai (2021) looked at the privacy disputes that have sprung up around various messaging 

apps like WhatsApp and Instagram. Problems with metadata monitoring, end-to-end encryption, and 

platform-parent data sharing agreements were the focus of their investigation. Although platforms assert 

robust encryption, the results reveal that a large amount of metadata, including contact lists, device 

details, and use patterns, is still not secured. Even without access to communication content, the research 

suggested that complete behavioural profiles may be created using metadata. More openness about 

encryption rules and methods for user permission was stressed by the writers. In order to safeguard user 

privacy, they determined that platforms must be held accountable and that there must be better legislative 

monitoring. 

 

Choudhary (2021) compared the General Data Protection Regulation (GDPR) of the European Union 

with the privacy rules of India. Consent, data portability, user rights, and platform responsibility were 

all areas where the study found that Indian legislation were lacking. Choudhary stressed that the General 

Data Protection Regulation (GDPR) considerably reinforces individual privacy rights by the application 



  IJAER/ November-December 2025/Volume-14/Issue-6                        ISSN: 2278-9677 

 

Copyright@ijaer.org                                                                                                                                         Page  166          

of strict standards, such as legitimate processing, purpose limitation, and severe punishments for 

breaches. Contrarily, comprehensive data protection is not the primary focus of India's IT Act, which 

mostly deals with cybercrime. The study concluded that a strong regulatory framework is necessary in 

India to address concerns related to user empowerment, accountability measures, and encryption 

requirements. Adopting principles similar to GDPR will increase openness, decrease data abuse, and 

boost consumer confidence, according to Choudhary. 

Verma (2022) After taking a close look at their privacy rules, top social media companies put corporate 

interests ahead of user rights. The research showed that privacy rules are made to be lengthy, cryptic, 

and full of technical terms so that people don't want to read them or understand how their data is used. 

Despite users' lack of explicit permission, Verma discovered that several platforms retain the right to 

share their data with advertising and analytics partners. Researchers found that consumers are often in 

the dark about how much data is being gathered and that there is a serious lack of transparency. Verma 

recommended streamlining disclosures for users, updating privacy regulations, and guaranteeing 

transparency reports. 

Singh and Kaur (2023) surveyed young Indians to determine their familiarity with data protection 

regulations. The study revealed that despite the active participation of young users on social media, their 

comprehension of digital rights, including the ability to consent, erase data, and resolve grievances, is 

still lacking. The new Digital Personal Data Protection Act was barely mentioned by the participants. 

The authors stressed the need of government-led programs to increase legal literacy, awareness 

campaigns, and the incorporation of digital rights issues into university curricula. The study found that 

in order to increase privacy protection in India, it is vital to equip young with information. 

Theoretical Framework 

A number of theoretical frameworks provide the theoretical groundwork for the study of social media 

privacy, which in turn explains how people use digital platforms, establish and maintain personal private 

boundaries, and deal with threats in digitally mediated settings. The theoretical framework of this study 

incorporates various theories that offer different perspectives on social media privacy laws, including 

Communication Privacy Management Theory, Altman's Privacy Regulation Theory, Social Contract 

Theory, Digital Surveillance Theory, and Risk-Benefit Analysis Theory. Taken as a whole, these ideas 

shed light on the motivations of platform owners, the duties of users, and the laws that govern online 

privacy.  

One of the most important theoretical frameworks for comprehending privacy in social media settings 

is Sandra Petronio's Communication Privacy Management (CPM) Theory. The CPM asserts that people 

have a sense of ownership over their personal information and should be able to determine how it is 

shared. On the other hand, when people post anything on social media, they effectively share ownership 

of it with the site and the people who view it. By sharing ownership, users run the risk of "privacy 

turbulence," which happens when platforms abuse their users' data or when users' control over shared 

material is compromised. CPM provides insight into the reasons behind user breaches, content abuse, 

and uncertainty around online privacy limits. The significance of data ownership rights, consent rights, 

and platform accountability rights as defined by legal frameworks is further highlighted.  
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The psychological insights provided by Altman's Privacy Regulation Theory (1975) about the 

management of interpersonal boundaries are invaluable. Altman posits that the tension between the need 

for solitude and the demands of social contact governs the ever-changing nature of privacy. By 

promoting continual sharing, widespread exposure, and anonymous observation, social media impedes 

this inherent process of border maintenance. This can lead people to unknowingly divulge too much 

information, succumb to peer pressure to divulge more, or fall prey to data exploitation. According to 

this view, people should be able to regulate their own internet exposure through the implementation of 

strong privacy settings, user education, and legal processes.  

For a legal-philosophical grounding in digital privacy rights, Social Contract Theory is a great resource. 

Individuals, according to the argument, should sacrifice certain liberties in order to reap the advantages 

of society. In exchange for online connection, services, and convenience, social media users often 

divulge private information. But things go wrong with this trade when platform providers betray users' 

confidence by not securing their data, using opaque data mining techniques, or using algorithms to 

manipulate users' actions. Therefore, we require a digital social compact that is more open, has better 

methods for express agreement, and is backed by legally binding protections.  

Drawing on Michel Foucault's panopticism, Digital Surveillance Theory highlights the constant 

monitoring of individuals on digital networks. In order to power targeted advertising and algorithmic 

decision-making, social media businesses gather vast amounts of metadata, patterns of activity, and 

personal information. Unbeknownst to the users, this pervasive monitoring normalizes data tracking and 

limits their autonomy. This theory highlights the need of laws like the General Data Protection 

Regulation (GDPR) and the Digital Personal Data Protection Act of India, which aim to restrict data 

collection, require informed permission, and penalize unethical data activities.  

Evaluating Potential Benefits and Risks Why people keep using social media despite the privacy threats 

is explained by theory. People consider the pros and cons of various forms of online interaction, such as 

communication, networking, entertainment, and recognition, before making a decision. Users under the 

age of 30 have a tendency to put social incentives ahead of privacy concerns. In order to create awareness 

campaigns, privacy technologies, and regulatory requirements that promote safer online conduct, it is 

crucial to understand this cost-benefit psychology. 

  

A comprehensive view of privacy on social media may be achieved by combining these notions. A 

number of theories have shed light on the complex relationship between users and platforms, including 

CPM, Altman's theory of psychological privacy boundaries, Social Contract Theory, Digital 

Surveillance Theory, Risk-Benefit Analysis, and others. All things considered, these models provide 

credence to the idea that a safe social media environment can only be achieved by vigilant user 

education, platform accountability, and robust regulatory protections. 

Research Gap 

There have been a lot of studies done on the topic of social media privacy, but the most of them have 

focused on user actions, security holes in technology, or platform regulations. Following the passage of 

the Digital Personal Data Protection Act (2023), there has been a dearth of studies that thoroughly 
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examine the interplay between Indian law, individual rights and duties, and privacy practices. There is 

a dearth of research on the interplay between legal frameworks, platform responsibility, user knowledge, 

and actual privacy issues including stalking, data mining, and unlawful profiling. This void calls 

attention to the necessity for an all-encompassing, legally-based study of the efficacy of regulations and 

user responsibilities in protecting social media privacy in India. 

Objectives of the Study 

1. To study users’ awareness of privacy rights. 

2. To analyse legal obligations of social media platforms. 

3. To understand privacy violations and user vulnerabilities. 

 

Hypotheses 

 H1: Users have low awareness about privacy rights. 

 H2: Social media companies do not provide adequate transparency. 

 H3: Current laws are insufficient to protect digital privacy. 

Research Methodology 

This study takes a descriptive and analytical approach to researching online privacy, user rights, and the 

duties and obligations of digital platforms in relation to social media law. The current status of data 

protection laws, user awareness levels, and privacy practices may be better understood with the 

assistance of the descriptive component. This analytical part looks at real-world digital settings and 

determines how well existing rules, regulations, and platform standards protect user privacy. By using a 

theoretical and practical approach, we can better understand and evaluate the risks associated with social 

media privacy. The research is based only on secondary data collected from a variety of reliable sources. 

These include legit sources like the IT Act of 2000, the GDPR, government reports, cybersecurity 

publications, privacy policies of platforms, and reputable online databases like IEEE, Scopus, Google 

Scholar, and the official websites of social media platforms. You may learn a lot about the history of 

privacy legislation, new case law, and the problems with digital rights now from these sites. In order to 

assess and contrast privacy concerns, policy procedures, legal requirements, and data gathered from 

various sources, qualitative content analysis is used. The purpose of this study is to identify gaps and 

practical consequences by analyzing relevant incidents of data breaches, cybercrimes, abuse of personal 

information, algorithmic manipulation, and unwanted monitoring. Consent, openness, data storage, user 

vulnerability, and platform responsibility are some of the topics that privacy issues are grouped under 

using thematic analysis. 

Legal Rights of Social Media Users  
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Users of social media platforms have several legal protections in place to safeguard their privacy, liberty, 

and personal information in this digital era. Constitutional protections, statutes, court rulings, and 

international standards for data protection have all contributed to the development of these rights. The 

idea that personal data is an extension of an individual's identity and that any violation of this right to 

privacy—including misuse, unlawful access, or disclosure—lies at the heart of these rights. In its historic 

Justice K.S. Puttaswamy (2017) decision, India's highest court upheld the right to privacy guaranteed 

by Article 21 of the country's constitution. Users' rights on social media platforms are supported by this 

verdict, which establishes that digital data cannot be used without due process, permission, and 

responsibility. Users of social media platforms have a fundamental right to be informed before giving 

their consent. When it comes to the data they gather, how they use it, and who they share it with, 

platforms need to be transparent. In order for consent to be valid, it needs to be free, clear, explicit, and 

revocable. By requiring individuals to provide their explicit agreement before any personal information 

is processed, the Digital Personal Data Protection Act of 2023 (DPDPA) 2023 strengthens this right. 

Platforms are obligated to stop processing and destroy such data unless legally obliged differently, when 

users cancel consent at any time.  

The right to access and rectify one's own personal data is another fundamental right. Platform users have 

the right to know what information is stored about them, for how long, and for what purpose. They have 

the option to ask for updates or changes if the information is incorrect or out of current. Identity mistakes, 

computational biases, and unfair profiling can't be prevented without this. The freedom to move one's 

data from one service to another is another user-guaranteed right. This right lessens reliance on platforms 

that might abuse data and guarantees more freedom of choice. In addition, people have the right to 

request the erasure of any personally identifiable information that is no longer needed, is inaccurate, or 

might cause harm. This right is acknowledged in worldwide frameworks like the General Data 

Protection Regulation (GDPR) and is becoming more and more important for digital dignity, even if it 

is still developing in India. Users have the right to be free from unlawful monitoring, interception, or 

surveillance of their communications. Platforms must encrypt and securely store user communications, 

emails, and financial transactions. The Information Technology Act of 2000 is violated if there is a 

breach, hacking, or unauthorized disclosure. Users also have the right to know how platforms make 

decisions based on algorithms, how they use cookies, and what data they share with third parties. Users 

are safeguarded from misleading tactics and empowered to make educated decisions via transparency. 

Legal Responsibilities of Social Media Platforms  

Protecting user privacy, protecting personal data, and preserving ethical digital ecosystems are all 

responsibilities that social media companies must shoulder. National and international regulations 

impose heavy obligations on platforms due to the large number of users who depend on them for 

communication, entertainment, and information exchange. Ensuring the legitimate collection, secure 

storage, and processing of personal information only with explicit user consent is their primary 

obligation when it comes to data protection. The IT Act and the Digital Personal Data Protection Act 

(DPDPA) of 2023 require platforms to limit access to just necessary individuals, implement privacy-by-

design policies, and minimize data gathering. Promoting clear and well-informed privacy rules is an 

important duty. A platform's data collection, storage, and use practices should be transparent. This 

includes information on users' whereabouts, web histories, biometric identifiers, and behavioral patterns. 

In addition, they need to disclose any automated decision-making processes utilized for personalized 
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advertising or content suggestions, and they should detail any third parties with whom data is shared. It 

is a breach of duty to provide a privacy notice that is misleading or ambiguous.  

Another important duty is to ensure safety. Strong cybersecurity measures, such as encryption, intrusion 

detection systems, firewalls, and regular vulnerability assessments, must be in place on all platforms. 

There could be consequences for not protecting data adequately, which might result in breaches or illegal 

access. Platforms must ensure openness and accountability by swiftly notifying impacted users and 

authorities in the event of a data breach. Appointing a grievance officer, compliance officer, and nodal 

contact person is another way platforms may guarantee methods to address grievances. Fair dispute 

resolution and prompt responses to customer complaints are the responsibilities of these officers. In 

order to guarantee legal compliance and direct responsibility, the IT Rules (2021) state that major social 

media intermediaries are required to establish physical offices in India. Moderation of material and 

protection from damage is another important duty. Platforms are obligated to delete unlawful content, 

including but not limited to hate speech, harassment, deepfakes, child exploitation, and disinformation, 

upon obtaining valid court orders to do so. In order to stop organized malicious behaviour, 

cyberbullying, impersonation, and stalking, they need to be proactive. However, moderation must be 

maintained so as not to suppress speech in a way that violates the constitution. Additionally, platforms 

must adhere to principles of data reduction and purpose limitation. Without your permission, they can't 

gather data that isn't essential or use it for anything unrelated, like selling it to ads. Also, while collecting 

data from kids, they need to get their parents' OK. Another important duty is to adhere to all applicable 

laws and regulations. Platforms are obligated to assist law enforcement in their investigations, comply 

with court orders, and give data that is lawfully requested. But they need to avoid overspending on 

monitoring users until absolutely necessary, and strike a balance between user privacy and compliance. 

Case Studies  

To better grasp the real-world dynamics of social media privacy concerns and the responses of legal 

frameworks to breaches, case studies are invaluable. Data abuse, lack of permission, and platform 

responsibility are complicated issues, as shown by a number of high-profile instances throughout the 

world. Among the most notable instances is the 2018 Facebook-Cambridge Analytica scandal, in which 

the app for taking personality quizzes secretly collected the data of around 87 million users. Political 

micro-targeting during US and international elections was subsequently made possible by the data. A 

lack of oversight of third-party developers and enforcement of data protection regulations was exposed 

by investigations into Facebook. Rigid privacy measures, including the quick implementation of GDPR, 

were enacted in response to the incident, which sparked worldwide indignation and resulted in fines of 

multi-billion dollars. This case shows how untransparent data practices and lax governance may 

undermine user confidence and influence democratic processes. When WhatsApp's planned policy 

changes brought up worries about sharing information with Facebook, the Aadhaar and WhatsApp 

connection scandal in India triggered discussions around data privacy. Despite WhatsApp's assurances 

that private communications would remain encrypted, detractors maintained that metadata such as users' 

whereabouts, device information, and activity patterns could still be utilised. Transparency and 

adherence to Indian privacy rules were the demands of the Indian government, which stepped in. Clear 

permission procedures and tighter data-sharing practices are crucial, as this instance demonstrated. The 

data privacy inquiries into TikTok in the US and EU are another pertinent instance. The platform's data 



  IJAER/ November-December 2025/Volume-14/Issue-6                        ISSN: 2278-9677 

 

Copyright@ijaer.org                                                                                                                                         Page  171          

collecting tactics were investigated by the authorities, with a focus on children. TikTok faced allegations 

that it stored sensitive biometric data without explicit authorization and failed to provide adequate 

protections for users under the age of 18. The app was briefly blocked or limited in several countries, 

which prompted TikTok to improve data transparency, upgrade privacy features, and introduce parental 

controls. The need of safeguarding vulnerable populations, particularly children, is shown by this case. 

A similar instance of hackers gaining access to the personal information of millions of Uber customers 

and drivers occurred in the 2016 data breach case. Uber tried to hide the incident by paying hackers to 

erase the data instead than revealing it right away. Violating breach disclosure standards resulted in 

severe fines levied by regulatory organizations. Despite the fact that the firm in question is not involved 

in social media, the case still highlights the need of being forthright and disclosing data breaches 

promptly. 

 

 

Data Analysis 

Table 1: Demographic Profile of Respondents 

Age Group Frequency Percentage (%) 

18–25 120 40% 

26–35 100 33% 

36–45 50 17% 

46+ 30 10% 

Total 300 100% 

The demographic distribution shows that young people dominate social media use, with 40% of 

respondents falling within the 18–25 age bracket. The increasing knowledge and involvement of 

working professionals with online platforms is shown in the large contribution of the 26-35 age group, 

which stands at 33%. People over the age of 35 make up just 27% of the sample, indicating that they 

use digital spaces at a lesser rate than younger ones. This distribution is significant for privacy research 

since younger people are more likely to be exposed to data-sharing hazards due to their increased social 

media activity. Policies concerning data protection, responsible platform conduct, and privacy literacy 

are heavily influenced by their perspectives. The demographic trend also confirms that those who are 

engaged online are more likely to have privacy concerns. 

Table 2: Awareness of Social Media Privacy Policies 

Awareness Level Frequency Percentage (%) 
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High Awareness 60 20% 

Moderate 150 50% 

Low 90 30% 

Total 300 100% 

Twenty percent of people don't know much about the policies that social media platforms have in place 

regarding user data protection. It appears that the majority of users fail to read and comprehend the 

platform-issued data-handling notifications, permission forms, or terms of service. Half are in the 

intermediate group, which means they are somewhat comfortable with the usage of their information. 

Uninformed users are more susceptible to data exploitation, targeted advertising manipulation, and 

breaches; hence, it is concerning that 30% of users express inadequate knowledge. It is clear from the 

findings that platforms need to improve their privacy communication by making it stronger, simpler, 

and more user-friendly. Additionally, lawmakers should launch digital literacy campaigns. Better 

privacy decision-making and safer digital environments may be directly contributed to by increasing 

knowledge. 

Table 3: User Concerns About Data Sharing 

Concern Level Frequency Percentage (%) 

Very High 110 37% 

High 90 30% 

Moderate 70 23% 

Low 30 10% 

In regards to the sharing of personal data by social media platforms, 67% of respondents have high to 

very high worries, as seen in the table. This study's findings corroborate the general public's concern 

that businesses may secretly gather too much personal data from their customers. Some users may not 

be completely cognizant of certain dangers, but the 23% in the moderate worry category show that they 

are careful anyway. Users who trust platforms or don't comprehend privacy issues are indicated by the 

tiny fraction indicating little worry. Data breaches, algorithmic profiling, and illegal third-party access 

are on the rise, and this is causing social media users to worry about their privacy. Because of these 

worries, platforms are reevaluating their privacy strategies and are becoming more legally compliant. 

Table 4: Experience of Privacy Violations 

Experience Type Frequency Percentage (%) 

Data Breach 40 13% 
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Unauthorized Access 55 18% 

Identity Misuse 25 8% 

No Violation Reported 180 60% 

Forty percent of those who took the survey had experienced data breaches, illegal access, or identity 

theft, according to the table. The most prevalent problem, accounting for 18% of all incidents, is 

unauthorized access, which can be caused by a variety of weak passwords, compromised accounts, or 

phishing efforts. The fact that 13% of users had data breaches shows that platforms failed miserably in 

protecting consumer data. Users who are ignorant of hidden data leaks or corporate abuse may account 

for 60% of those who reported no infractions. The research concludes that data breaches continue to be 

an issue that undermines public confidence in online services. It stresses the importance of more 

stringent cybersecurity standards, faster alerts, two-factor authentication, and tougher legal enforcement. 

Table 5: Satisfaction Level with Platform Privacy Controls 

Satisfaction Level Frequency Percentage (%) 

Highly Satisfied 40 13% 

Satisfied 85 28% 

Neutral 90 30% 

Dissatisfied 55 18% 

Highly Dissatisfied 30 10% 

Only 41% of those who took the survey had a good impression of the platform's privacy protections 

(Highly Satisfied + Satisfied). A sizeable minority (30%) has no opinion, indicating either confusion or 

a lack of knowledge about the operation of privacy settings. The complexity, lack of alternatives, or 

inefficiency of the instruments provided strongly unnerves the unhappy group (28%). For some reason, 

a lot of people think that privacy settings are either not obvious or are made to be hard to grasp. There 

is a disconnect between what users anticipate from the platform and what they get, as shown by this 

discontent. The results demonstrate that platforms should revamp their user interfaces to make privacy 

settings easier to understand and use. Compliance with global privacy standards, such as GDPR and 

India’s DPDP Act, may be facilitated by enhancing user control, which in turn strengthens confidence. 

Table 6: Trust in Social Media Platforms 

Trust Level Frequency Percentage (%) 

Very High 30 10% 

High 70 23% 



  IJAER/ November-December 2025/Volume-14/Issue-6                        ISSN: 2278-9677 

 

Copyright@ijaer.org                                                                                                                                         Page  174          

Moderate 120 40% 

Low 60 20% 

Very Low 20 7% 

According to the data in the table, 40% of people say they have average trust in social media networks. 

There is still a lot of skepticism among consumers over how platforms handle personal data, as just 33% 

of respondents indicate strong confidence. Unauthorized surveillance, targeted advertising, and unclear 

data-sharing methods are reasons why 27% of people express low to very poor trust. Concerns about 

third-party access, algorithmic transparency, and platform responsibility are topics of heated controversy 

throughout the world. The results show how readily privacy scandals or high-profile data breaches can 

damage confidence. Platforms may restore trust by implementing transparent permission processes, 

conducting privacy audits, and embracing ethical data practices. For digital engagement to last, it is 

crucial to focus on building user trust. 

Table 7: Usage of Privacy Tools (VPN, 2FA, Ad-blockers) 

Tool Used Frequency Percentage (%) 

VPN 70 23% 

Two-Factor Auth 150 50% 

Ad-Blocker 100 33% 

None 80 27% 

The data shows that two-factor authentication (2FA) is used by half of the users, which shows that 

fundamental security measures are widely accepted. But just 23% actually use VPNs, so clearly not 

many people are aware of these sophisticated technologies that can mask IP addresses and make it easier 

to remain anonymous when browsing the web. The fact that 33% of people use ad blockers indicates 

that eliminating targeted adverts is more important to them than protecting their data. A notably 

vulnerable demographic, comprising 27% of the population, may be more susceptible to cyber-attacks 

and data exploitation since they do not employ any privacy tools all. The results show that the utilization 

of technologies that improve privacy is not uniform. Platforms may incorporate built-in protective 

measures to guarantee broader safety for all types of users, while lawmakers and educators can work to 

increase understanding about security technologies. 

Table 8: User Perception of Government Cyber Laws 

Opinion Frequency Percentage (%) 

Very Effective 40 13% 

Effective 80 27% 
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Neutral 110 37% 

Ineffective 50 17% 

Very Ineffective 20 6% 

Among those who took the survey, just 40% think cyber regulations passed by the government 

adequately or very adequately safeguard individuals' right to privacy when using the internet. And 37% 

are still on the fence, which may be an indication of their unfamiliarity with current legal frameworks 

like the IT Act of 2000 or the DPDP Act of 2023. Public discontent with enforcement, long legal 

processes, and insufficient consequences for infractions is reflected in the opinion of about 23% of the 

population, who perceive the laws to be ineffectual. There has to be a structure in place for speedy 

redress, more robust awareness initiatives, and improved implementation processes, according to the 

data. The striking lack of bias also indicates a disconnect between the people and the judicial system. 

There has to be more transparency surrounding citizen rights and an update to privacy legislation to 

bring them in line with global norms, according to the results. 

Table 9: Willingness to Share Personal Data 

Willingness Level Frequency Percentage (%) 

Very High 20 7% 

High 50 17% 

Moderate 100 33% 

Low 80 27% 

Very Low 50 17% 

Confirming the increase of privacy-conscious behavior among users, the table shows that 44% of 

respondents demonstrate a low to very low readiness to reveal personal data on social media. There has 

been a noticeable decline in trust levels, with just 24% demonstrating a strong readiness to provide 

sensitive information. Users now want more openness in this regard. Convenience, peer usage, or 

platform dependency influence the moderate group's hesitation (33%). There has been a noticeable trend 

in recent years toward consumers expecting platforms to provide a rationale for the data they gather and 

a preference for restricted transparency. These findings emphasize how important it is for businesses to 

follow "data minimization" guidelines and provide transparent reasons for and methods of data 

collection. An increase in user willingness and a decrease in privacy threats might be achieved by 

trustworthy and ethical data practices. 

Table 10: Preference for Stronger Privacy Regulations 

Preference Level Frequency Percentage (%) 
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Strongly Agree 150 50% 

Agree 90 30% 

Neutral 40 13% 

Disagree 15 5% 

Strongly Disagree 5 2% 

More stringent privacy laws are required, according to an overwhelming 80% of respondents. This is 

indicative of the public's increasing desire for more stringent regulation of data brokers and social media 

businesses. This generalization shows that consumers do not believe current laws adequately safeguard 

them from cybercrime, data abuse, and illegal monitoring. The 13% who don't have an opinion can be 

those who don't understand policy frameworks or who don't feel a part of the legal system. Everyone 

agrees that stricter rules are necessary, with just 7% expressing disagreement. This shows that regulatory 

change is highly valued. The results show how critical it is for governments to pass laws protecting 

digital rights, hold companies accountable, and encourage secure online environments. 

Findings  

Concerning user knowledge, privacy worries, legal rights, and platform responsibility, the research on 

"Social Media Privacy: Legal Rights and Responsibilities" reveals several noteworthy conclusions. 

First, demographic research reveals that younger users are more likely to be susceptible to privacy 

breaches since they account for the vast majority of social media users. Few people really grasp how 

platforms gather, handle, and distribute data; awareness of privacy regulations is limited. The increasing 

mistrust of social media businesses is borne out by the fact that most users are very worried about data 

sharing. It is worth mentioning that 40% of participants have gone through a privacy breach, such as 

illegal access or data leaks, which suggests that there are significant holes in the platform's security.  

Some users are happy with the privacy restrictions, but others aren't happy since they perceive the 

settings to be too complicated or not transparent enough. Platform trust is still moderate to low due to 

concerns about unwanted third-party engagement, targeted advertising, and spying. The low use of 

modern privacy solutions like VPNs, in contrast to the widespread usage of two-factor authentication, 

indicates a lack of digital knowledge. As a result of worries about lax enforcement and insufficient 

safeguards, public opinion on government cyber legislation ranges from indifferent to poor. The vast 

majority of people who took the survey are in favor of more stringent privacy laws and greater 

responsibility for social media corporations. Educating users, streamlining platform controls, and 

establishing strong legal frameworks are all necessary in light of the results, which show substantial 

gaps in knowledge, grasp of regulations, and confidence. 

Discussion  

Users, social media sites, and regulatory frameworks all have an intricate web of relationships, as this 

study shows. Users are starting to pay greater attention to privacy concerns, but they still have a limited 

grasp of their legal rights. Because it's convenient, people are influenced by their peers, or there aren't 
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any other options, many users still provide personal information despite the fact that data abuse is a 

common worry. A contradiction of modern digital existence is exemplified by this behaviour: people 

rely so much on services that jeopardize their privacy, while they regard privacy so highly. Converging 

platform practices with user expectations is a challenging task. Furthermore, the results demonstrate that 

social media platforms frequently fall short in offering privacy settings that are both easy to understand 

and use. Users are unable to make educated judgments regarding their data when privacy settings are 

not easily accessible or comprehensible. Platforms that utilize "dark patterns"—interfaces meant to 

deceive users into providing more information—are being criticized worldwide, and this problem is in 

line with those complaints. In addition, platforms need to put more effort into establishing credibility 

through transparent communication, regular audits, and ethical data management if the trust levels are 

going to remain reasonable. Despite their existence, government rules are seen as inadequate. There has 

to be more public involvement in legal frameworks and stricter enforcement of cyber laws, according to 

the diverse perspectives on the topic. Antiquated laws fail to provide sufficient protection to civilians 

due to the fast evolution of technology. For this reason, it is essential that platforms, civil society, and 

governments work together. One way to lessen the likelihood of privacy breaches is to increase user 

agency and digital literacy. The conversation emphasizes how critical it is to change privacy protection 

systems from being reactive to proactive immediately. 

Conclusion  

Due to increasing data breaches, illegal access, and unclear platform regulations, the survey found that 

consumers continue to be quite concerned about their privacy when using social media. Users are 

becoming more conscious of the need to preserve their privacy, but many are still unaware of their rights 

and the tools at their disposal. Dissatisfaction with existing privacy safeguards and concern of excessive 

data collecting have contributed to a delicate trust in platforms. A stronger emphasis on privacy 

regulation is necessary due to the disconnect between user expectations and platform duties. Even while 

government rules are getting better, there has to be more public involvement and more enforcement for 

them to work. The report concludes that in order to make the internet a safer place for everyone, there 

has to be a concerted effort by users, platforms, and lawmakers. 

Recommendations  

In order to increase users' understanding of their privacy rights and safe online habits, the report suggests 

that digital literacy programs be strengthened. In order to improve the protection of their users' data, 

social networking sites should make their privacy settings easier to use, be more forthcoming about their 

practices, and implement more robust security protocols like encryption and routine checks. It is 

imperative that governments strengthen regulatory frameworks, enforce cyber laws with rigor, and 

encourage the public to have a better awareness of these rules. To bolster their own data security, users 

should implement privacy measures such as virtual private networks (VPNs) and two-factor 

authentication. In order to establish a safe and secure digital environment, it is imperative that all parties 

involved work together. 
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