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I.  ABSTRACT

Cross-border data transfers refer to the transmission of personal data from one jurisdiction to another. With
the rapid growth of the digital economy, cross-border data flows have become essential for businesses to
operate globally. However, differences in data protection laws across countries have created legal
uncertainties regarding such transfers. This research examines the legal framework governing cross-border
data transfers and the key challenges involved. The research first provides an overview of the relevant laws
and regulations, namely the EU's General Data Protection Regulation (GDPR) and India's Personal Data
Protection Bill. These laws impose obligations on data controllers and processors to ensure adequate
safeguards are in place when transferring personal data across borders. The legal bases for cross-border
transfers under GDPR such as standard contractual clauses and binding corporate rules are analysed. The
research then discusses the Schrems II judgement by the Court of Justice of the European Union, which
invalidated the EU-US Privacy Shield framework for data transfers and necessitated additional safeguards.
Next, the challenges surrounding cross-border data transfers are examined. These include jurisdictional
conflicts, restrictions imposed by data localization requirements in some countries, and the lack of
international harmonization of data protection standards. Issues such as determining applicable law,
compliance costs, and the fragmentation of the legal landscape are highlighted. The research evaluates

whether existing mechanisms provide adequate protection and meaningful remedies for individuals.
I1. INTRODUCTION
A. BACKGROUND AND SIGNIFICANCE OF CROSS-BORDER DATA TRANSFERS

Cross-border data transfers have become indispensable in the modern digital economy, enabling global

businesses to process, analyse and transfer vast amounts of data across jurisdictions. However, differing
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data protection regimes across countries have made such transfers complex.! This section examines the
background and significance of cross-border data flows, the associated legal uncertainties, and the need for
adequate safeguards. Advances in information and communication technologies have led to explosive
growth in cross-border data flows. From intra-company transfers to cloud computing services, data now
seamlessly crosses national borders.? It is estimated that global data flows grew by a factor of 45 between
2005 and 2014. Cross-border data transfers underpin vital economic activities like international trade,
communication, consumer transactions and more. Businesses rely on such flows for services like cloud
storage, data analytics, marketing and HR management spanning multiple countries. Global connectivity
has also enabled innovation, efficiency, competition and trade. However, some jurisdictions impose data
localization mandates requiring domestic storage and processing. While such policies may aim to address

law enforcement and national security concerns, they can fragment the global digital ecosystem.

While data flows offer economic benefits, they also pose risks regarding privacy, security and abuse of
personal data. Differential data protection standards internationally create legal uncertainties for businesses
and individuals. Stringent data protection laws in some regions like the EU limit cross-border transfers to
countries with lower standards. There are jurisdictional conflicts since businesses may get subject to both
export and import country laws.® Questions around applicable law, compliance requirements and remedies
arise. Businesses express concerns about prohibitive compliance costs, while individuals fear misuse of
their personal data. There is a lack of harmonization between national laws and global enforcement

cooperation. All this hinders development of a seamless global digital economy.
B. OBJECTIVES AND SCOPE OF THE RESEARCH

The objective of this legal research is to analyse the legal framework governing cross-border data transfers
and the key challenges faced in this regard. The scope of the research will be limited to studying the laws
and regulations pertaining to cross-border data transfers in India, the European Union, and the United

States.
Specifically, the research aims to:
1. Study the concept and meaning of cross-border data transfers.

2. Analyse the key laws and regulations governing cross-border data transfers in India, EU and
US including the Information Technology Act, 2000, General Data Protection Regulation

and California Consumer Privacy Act.

1Greenleaf, G., & Kemp, K. (2016), Asia-Pacific Data Privacy: 2014 Year in Review. UNSW Law Research Paper, (2016-21).
2“Chander, A., & L¢, U. (2015), Breaking the Web: Data Localization vs. the Global Internet. Emory LJ, 64, 937.”
3 Schwartz, P. M., Peifer, K. N., &Kasuka, B. (2021), Global Data Privacy: The EU Way. NYUL Rev., 96, 771.
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3. Examine the legal basis for cross-border data transfers under GDPR such as adequacy

decisions, appropriate safeguards and derogations.
4. Analyse the requirements prescribed under Indian laws for cross-border data transfers.

5. Study the permitted derogations and exemptions for data transfers under the laws of India,

EU and US.

The scope of this research is limited to personal data protection laws and does not extend to sector-specific
regulations such as those governing financial or health data. The focus is on analysing data protection
obligations of data exporters and importers and mechanisms enabling cross-border data transfers. The laws
of India, EU and US have been chosen as they represent key global economies with developed data
protection regimes. The timeframe for evaluating laws and regulations is current and retrospective starting

from key developments such as the GDPR in 2018.
DEFINITION AND CATEGORIES OF CROSS-BORDER DATA TRANSFERS

Cross-border data transfers refer to the transmission of personal data from one country to another, across
national borders. With the growth of the digital economy and internet-based services, cross-border data
flows have dramatically increased in volume and importance over the past decades. Personal data is
increasingly collected, processed and transferred across jurisdictions by governments and businesses.
While cross-border data transfers enable trade, innovation and growth, they also raise regulatory challenges
in protecting privacy and personal data.* The term 'personal data' refers to any information relating to an
identified or identifiable natural person. Personal data reveals the identity of a person either directly (e.g.
name) or indirectly in combination with other data (e.g. location). The transfer of personal data outside
national borders engages the jurisdiction of both the origin and destination countries with their respective
data protection laws. Conflicts arise when countries have differing standards on data privacy, security and

localization requirements.’
Cross-border data transfers may be categorized into two broad types:

1. Intra-group transfers: Multinational companies transfer employee and customer data across borders

within their corporate group entities for internal administrative purposes. Data is transferred

between parent company and subsidiaries or between subsidiaries.®

4“OECD, Recommendation of the Council concerning Guidelines governing the Protection of Privacy and Transborder Flows
of Personal Data (2013) OECD Publishing”<http://dx.doi.org/10.1787/9789264205265-en> accessed 27 October 2023.
5“Graham Greenleaf and Philippa Marks, The Asia-Pacific Regional Response to Snowden: Implications for Interference with
Sovereignty, University of New South Wales Law Research Series No. 55 (2015)”<https://ssrn.com/abstract=2711943>
accessed 27 October 2023.

® Christopher Kuner, Transborder Data Flows and Data Privacy Law (OUP 2013) 25.
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2. Third-party transfers: Data is transferred to an independent third-party located in another
jurisdiction, usually as part of an outsourcing, cloud computing or data processing services contract.
For instance, a bank may outsource back-office operations and transfer customer account data

abroad to be processed by the vendor.’
Further, cross-border data transfers may occur through various modes:

e Physical transfer - Personal data recorded in physical media like paper, hard drives, CDs etc. are

physically transported across borders.®

e Online transmission - Data is electronically transmitted over the internet, such as through email,

file transfer, remote system access. Much of global data transfers occur online.’

e Cloud computing - Data is stored and processed in another country using cloud-based services.
Location of data centers and distribution of data packets across borders implicate different national

laws.
I1l.  LEGAL FRAMEWORK FOR CROSS-BORDER DATA TRANSFERS
A. INTERNATIONAL DATA PROTECTION PRINCIPLES AND GUIDELINES
1. OECD Guidelines on the Protection of Privacy and Transborder Data Flows

The OECD Guidelines on the Protection of Privacy and Transborder Data Flows were adopted in 1980 to
establish basic principles to harmonize national privacy legislation and facilitate transborder data flows.
The guidelines were among the earliest comprehensive data protection frameworks and have informed
legislation worldwide. The guidelines outline eight basic principles: “collection limitation, data quality,
purpose specification, use limitation, security safeguards, openness, individual participation, and
accountability.” They apply to personal data, whether in the public or private sectors, which is defined as
“any information relating to an identified or identifiable individual.”!® The collection limitation principle
limits data collection to lawful and fair means and for legitimate purposes. The data quality principle
requires personal data to be relevant to the purpose for collection, accurate, complete and up-to-date. The
purpose specification principle mandates specifying the purposes of data collection at time of collection
and limiting any further use to those compatible purposes. The use limitation principle restricts data use to
the fulfillment of specified purposes. The security safeguards principle requires reasonable safeguards

against data risks like loss, unauthorized access, destruction, misuse or disclosure. The openness principle

7 Tbid 26.
8 Tbid 27.
9 Ibid.

10 [bid, q1.
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mandates a general openness policy about data collection and policies. The individual participation
principle allows individuals to access data about themselves and contest inaccuracies. The accountability

principle makes data controllers accountable for complying with the principles.!
2. EU General Data Protection Regulation (GDPR) and Its Extraterritorial Reach

The General Data Protection Regulation (GDPR) is a landmark European privacy law that has significant
extraterritorial impact. Adopted in 2016, the GDPR updated and strengthened the 1995 EU Data Protection
Directive to address emerging challenges to privacy in the digital age. It imposes obligations on
organizations that collect or process personal data of EU residents, even if they do not have a presence
within the EU.The GDPR has an expansive territorial scope and applies to processing of personal data by
controllers or processors established in the EU, regardless of whether the processing takes place in the EU.
Critically, it also applies to processing by controllers or processors not established in the EU if they offer
goods or services to data subjects in the EU or monitor the behavior of data subjects within the EU. This
extraterritorial application is intentionally broad, intended to prevent circumvention of the law by

processing EU residents' data abroad.

The GDPR's jurisdictional claims have proven controversial. Some argue it overreaches by purporting to
regulate entities with limited EU contacts based on dubious jurisdiction.'? However, European regulators
emphasize the need to protect EU residents given data's borderless nature.®® For non-EU companies,
significant penalties for non-compliance give teeth to the GDPR's extraterritoriality. Fines can be up to 4%
of global turnover or €20 million, whichever is higher. The prospect of GDPR enforcement has compelled
many major companies worldwide to comply despite limited EU operations. * For example, U.S.
newspapers like the L.A. Times and Chicago Tribune have restricted access for EU online readers rather
than attempt full GDPR compliance.® Such impacts abroad have fueled ongoing conflicts over the GDPR's
global reach.

B. DATA PROTECTION LAWS IN KEY JURISDICTIONS

1. Data Protection Laws in the United States, European Union, China, and India

1 Ibid, Part 2.

12 Jennifer Daskal, “Law Enforcement Access to Data Across Borders: The Evolving Security and Rights Issues,” Journal of
National Security Law and Policy 8 no. 3 (2016): 473-542.

13«“European Commission, Adequacy Decisions: How the EU Determines if a Non-EU Country Has an Adequate Level of Data
Protection, https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-
decisions_en, accessed November 2, 2023.”

14 Jennifer S. Fan, “Regulating Global Data Privacy,” Brooklyn Law Review, Vol. 88, No. 1 (2022).

1“Daisuke Wakabayashi, As Europe’s Data Law Takes Effect, Watchdogs Go After Tech Companies, The New York Times,
June 28, 2018, https://www.nytimes.com/2018/06/28/technology/europe-gdpr-privacy.html, accessed November 2, 2023.”
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Data protection laws aim to safeguard the privacy rights of individuals regarding the collection, use, and
transfer of their personal data. Key data protection laws in major jurisdictions like the United States,
European Union, China, and India take varied approaches reflecting different priorities and norms. The
United States lacks a comprehensive federal data privacy law, instead relying on sector-specific laws and
a patchwork of state laws.® The main federal privacy law is the Health Insurance Portability and
Accountability Act (HIPAA) which protects medical data.!” The Children's Online Privacy Protection Act
(COPPA) regulates data collection from children under 13.!8 The Federal Trade Commission (FTC)
enforces these laws and can take action against unfair and deceptive data practices under its consumer
protection authority. Many states have passed data privacy laws, most notably California which enacted
the California Consumer Privacy Act (CCPA) in 2018 giving residents rights over their data. Overall, the
US takes a flexible, industry-driven approach but faces growing calls for strengthened, omnibus federal

legislation as data breaches and privacy concerns mount.

The European Union's (EU) data protection framework centered around the General Data Protection
Regulation (GDPR) passed in 2016 represents the world's toughest privacy and security law. The GDPR
harmonized EU members' laws, imposed strict consent requirements for data collection/use, mandated
breach notifications and privacy impact assessments, and granted individuals stronger rights like the “right
to be forgotten”. It extraterritorially applies to all companies processing EU residents' data with steep fines
for non-compliance. The EU takes a comprehensive, rights-based approach to “ensure a consistent and high
level of protection of natural persons”. China enacted its first comprehensive data protection law, the
Personal Information Protection Law (PIPL), in 2021 filling gaps in sectoral rules. The PIPL imposed
consent requirements, limited data collection, and restricted cross-border transfers.’® However, China's law
entrusts the state with significant discretion potentially undermining privacy rights.?’ The Cyberspace
Administration of China is creating new rules for implementing the broad PIPL, introducing uncertainty
for companies.?! China is balancing economic development goals with greater data regulation amid rising

privacy concerns.

18«Graham Greenleaf, Global data privacy laws 2019: 132 national laws & many bills, 157 Privacy Laws & Business
International Report, 14-18 (2019).”

17“Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat. 1936 (codified as amended in
scattered sections of 18, 26, 29 and 42 U.S.C.).”

18«Children's Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501-6506 (2012).”

¥1d. ch. 3.

20RogierCreemers et al., Translation: Personal Information Protection Law of the People’s Republic of China (Effective Nov.
1,2021), NEW AMERICA (last visited Nov. 2, 2023), https://www.newamerica.org/cybersecurity-
initiative/digichina/blog/translation-personal-information-protection-law-peoples-republic-china/.

2L China's new privacy regime, DENTONS (Sep. 10, 2021),

https://www.dentons.com/en/insights/alerts/202 1/september/10/chinas-new-privacy-regime.
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India's data privacy regime remained limited to piecemeal sectoral laws and IT Act requirements until the
landmark Puttaswamy Supreme Court decision recognizing privacy as a fundamental right in 2017.?? These
catalysed efforts to enact a comprehensive data protection law. A Bill is pending but successive drafts have
faced criticism for wide exemptions and loose consent rules. India is struggling to balance strong privacy
protections with demands for economic growth and national security.?® Regardless, the Puttaswamy ruling

established privacy as a constitutional right enforceable against the state and private parties.
2. Comparative Analysis of Cross-Border Data Transfer Regulations

The rise of cloud computing, global data flows, and transnational companies has heightened the importance
of cross-border data transfers. However, varying national regulatory approaches have created legal barriers
and uncertainty around such transfers. This brief provides a comparative analysis of key jurisdictions' cross-
border data transfer regulations. The European Union (EU) has the most stringent and comprehensive data
transfer rules under its General Data Protection Regulation (GDPR). Transfers of EU residents' personal
data to third countries outside the EU require adequate safeguards and protections. The EU maintains a
small “whitelist” of approved countries like Japan and Canada based on their data protection regimes.
Otherwise, complex contractual clauses or binding corporate rules must be instituted to permit transfers.

Extra restrictions apply for data relating to criminal convictions and offences.

The United States lacks a single federal cross-border data transfer law. Sector-specific rules under HIPAA
and COPPA regulate covered health and children’s data exports. Otherwise, the FTC primarily relies on
voluntary best practice guidance for companies transferring consumer data abroad.?* Proposed federal laws
to mandate greater accountability have stalled.?® Individual states like California have enacted stronger
cross-border data rules.?® Overall the US regime remains fragmented amidst calls for expanded federal
oversight. China's new Personal Information Protection Law (PIPL) imposes data localization requirements
and constraints on overseas transfers similar to Russia's approach. Critical information infrastructures must

store Chinese citizens' personal data domestically.?’ Limited exceptions permit transfers to countries with

22 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India).

23 Amber Sinha, The Data Protection Bill 2021: A Lost Opportunity?, THE CENTRE FOR INTERNET AND SOCIETY (Jan.
3, 2022), https://cis-india.org/internet-governance/blog/data-protection-bill-202 1-a-lost-opportunity.html.

2 FTC Cross Border Privacy Rules Workshop, Project No. P095416 (Dec. 2009),
https://www.ftc.gov/system/files/documents/public_events/25552/p095416crossborderprivacyrules-transcript.pdf.

% Consumer Data Privacy and Security Act of 2022, S. 4626, 117th Cong. § 6 (2022).

26 California Consumer Privacy Act of 2018, Cal. Civ. Code § 1798.145(a)(6) (2018).

27 1d. art. 40.
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adequate protections, but these still require regulatory approval.?® The broad restrictions reflect China's

national security concerns despite creating barriers for international businesses.?°

India allows cross-border data transfers but permits reasonable government-imposed restrictions in the

t.3° A pending omnibus data

public interest under the Puttaswamy constitutional privacy preceden
protection bill modelled after the GDPR would institute new data transfer safeguards including storage
within India for “critical” personal data.3! Proposed requirements for explicit consent and intra-group

contractual clauses have faced criticism as too onerous and “data nationalist” from industry.
C. INTERNATIONAL AGREEMENTS AND TREATIES ON DATA PROTECTION

“The Council of Europe's Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, also known as Convention 108, is the first legally binding international instrument on
privacy and data protection.” It was adopted in 1981 and entered into force in 1985.3* Convention 108
sets out basic principles for data protection such as fair and lawful processing, specified and legitimate

purpose, relevance and proportionality, accuracy, security, and individual participation.®®

Some key aspects of Convention 108 are:

e Itprovides a legal framework with minimum standards for the processing of personal data to ensure
that the data subject's right to privacy is legally enforceable and protected.®® This includes both

automatic processing of data and manual processing if the data is contained in a filing system.®’

e It applies to both public and private sectors and provides rights and obligations with respect to

cross-border flows of personal data.®

e It requires the Parties to incorporate data protection principles into their domestic law.*® They must

provide judicial remedies and sanctions against violations of data protection rules.*

2B 1d. art. 38.

2Samm Sacks, How China’s Data Localization and National Security Laws Endanger Foreign Tech Firms, NEW AMERICA
(Aug. 2, 2021), https://www.newamerica.org/cybersecurity-initiative/digichina/blog/how-chinas-data-localization-and-
national-security-laws-endanger-foreign-tech-firms/.

30Puttaswamy v. Union of India, (2017) 10 SCC 1 (India).

31 The Personal Data Protection Bill, 2019, No. 373, Acts of Parliament, 2019, ch. VII (India).

32 Rahul Matthan, Beyond consent: India's data protection framework and its alternatives, 7 INDIAN J.L. & TECH. 53, 70-73
(2021).

33“Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, E.T.S. No. 108, 1981.”
3 Ibid.

% Ibid, Chapter I1.

% Ibid, Article 1.

37 Ibid, Article 3(1).

% Ibid, Chapter II1.

3 Tbid, Article 4.

40 Tbid, Article 10.
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e [t establishes a consultative committee, known as the T-PD, to facilitate effective implementation
of the Convention.** The committee can investigate difficulties in the Convention's implementation

and make recommendations.*?

Convention 108 has been ratified by over 50 states globally, including many non-European countries. In
2018, the Convention was modernized through the adoption of Protocol CETS No. 223 to strengthen data
protection in light of new challenges. Key updates include expanding the Convention's scope to cover data
processing by automated means or otherwise, provisions on genetic data, biometric data, data breaches,

and increased powers of supervisory authorities.
1IV. CHALLENGES AND RISKS IN CROSS-BORDER DATA TRANSFERS

Cross-border data transfers refer to the transfer of personal data across national borders. With rising
digitalization and data-driven services, cross-border data transfers have become indispensable for
businesses and essential for economic development. However, such transfers also pose regulatory
challenges and risks which need to be addressed. This brief examines the key challenges and risks involved
in cross-border data transfers and measures to mitigate them. The fundamental challenge stems from the
territorial limits of data protection laws. Most nations have comprehensive data protection regimes, but
their applicability is usually limited to data processing within their territorial jurisdiction. Cross-border
transfers take the data outside the purview of domestic privacy laws, creating a regulatory gap. For instance,
if data of EU residents is transferred to a country with weaker data protection norms like India or China, it
loses the safeguards guaranteed under the EU GDPR. This challenge is accentuated by the divergent
standards of privacy protection worldwide ranging from comprehensive regimes in EU, Japan to minimal
regulations in several developing countries. The territorial scope of privacy laws also clashes with the

borderless nature of data flows over the internet and global business models of technology companies.*?

A related challenge is the heightened privacy risks in cross-border data sharing environments. Transfer of
personal data to foreign jurisdictions with weak or no data protection entails greater risks of misuse,
unauthorized access and surveillance. For instance, transfers to countries with unrestrained government
surveillance like China and Russia carry higher risks for EU citizens’ data. Differing data retention
requirements across countries also exacerbate privacy concerns.** There are also risks of onward transfers
from the initial recipient to other entities and countries, making data transfers opaque and unaccountable.

Weak enforcement mechanisms in several countries provide little recourse against data misuse. Conflict of

1 Ibid, Article 18.

“2 Ibid, Article 19.

43 Paul M Schwartz, ‘Global Data Privacy: The EU Way’ (2019) 94 NYU Law Review 771.

#4“Graham Greenleaf and Kristina Irion, ‘Five years of the EU GDPR: An analysis’ (Privacy Laws & Business International
Report, June 2022) 19-20 <https://ssrn.com/abstract=4142870> accessed 2 November 2023.”

Copyright@ijaer.org Page 326



IJAER/ November-December 2023/Volume-12/Issue-6 ISSN: 2278-9677

laws issues in case of cross-border disputes further compound legal uncertainties. Regulatory divergence
across national data protection regimes poses barriers for international data transfers.*® Countries regulate
issues like data localization, purpose limitation, consent requirements, individual rights etc. differently
based on local context. For instance, India prohibits transfer of sensitive personal data outside India, unlike
the EU. Contradictory data protection obligations create compliance challenges for multinational
companies.*® Data localization requirements in China, Russia, Indonesia preclude foreign transfer and
storage. Regulatory fragmentation also hampers cross-border data flows, hampering trade, innovation and

growth according to economic analyses.*’

Geopolitical tensions and use of data regulations as 'digital protectionism' tools have risen as a worrying
trend.*® Snooping allegations against the US post the Snowden revelation led to invalidating of the EU-US
Safe Harbor agreement. EU and India were concerned about US mass surveillance programmes accessing
data transferred from their jurisdictions. Rising US-China trade tensions have also weaponized data
regulations with both sides blocking tech exports citing national security. Data sovereignty concerns and
wider political conflicts manifest in data transfer restrictions undermining economic integration. Measures
at bilateral, regional and multilateral level have emerged to enable cross-border data transfers while
addressing the risks. A prominent measure is adequacy decisions by jurisdictions like the EU and Japan
recognizing specific foreign countries as having 'essentially equivalent' data protection standards. It permits
data transfers to such 'whitelisted' countries without any further safeguard. However, adequacy decisions
entail a prolonged and laborious negotiation process and remain limited to a handful countries. Alternate
tools like Standard Contractual Clauses (SCCs), and Binding Corporate Rules (BCRs) help overcome
adequacy hurdles. They are contractual guarantees approved by the data export regulator which exporters
can integrate into deals with overseas importers to ensure requisite data safeguards. Widely used by
companies, SCCs/BCRs are however criticized as weak safeguards with limited compensatory remedies

for data subjects. Proving SCC violations for enforcement is also difficult in practice.
V. CROSS-BORDER DATA TRANSFER IN SPECIFIC INDUSTRIES

Cross-border data transfers have become an integral part of global business in the digital age. However,
the legal frameworks regulating such transfers also pose significant challenges from a business and

economic perspective. This brief examines some of the key business and economic implications of laws

4 Paul M Schwartz, ‘Global Data Privacy: The EU Way’ (2019) 94 NYU Law Review 771, 805-806.

46 Anupam Chander and Uyén P Lé, ‘Data Nationalism’ (2015) 64 Emory Law Journal 677, 706-708.

47“Joshua P Meltzer, ‘The Importance of the Internet and Transatlantic Data Flows for U.S. and EU Trade and Investment’
(Brookings, 2014) <https://www.brookings.edu/wp-content/uploads/2016/06/internet-transatlantic-data-flows-version-2.pdf>
accessed 2 November 2023.”

8 The Economist, ‘Data protectionism: The growing menace of digital trade barriers’ (9 May 2020)
<https://www.economist.com/briefing/2020/05/09/the-growing-menace-of-digital-trade-barriers> accessed 2 November 2023.
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and regulations related to cross-border data transfers. Laws restricting or regulating cross-border data
transfers can have a direct impact on business operations and costs. For instance, the European Union's
GDPR places strict conditions on transferring data outside the EU. Companies need to implement technical
measures like encryption and contractual safeguards to ensure compliance.*® This increases IT and legal
costs. Restrictions may also prevent businesses from centralizing databases or outsourcing services in cost-
efficient locations.*® Fragmented databases and providers to serve different jurisdictions add to overheads.

Such regulatory divergence also hampers the ability to introduce new pan-regional services and products.

e Trade in Digital Services

Data transfer regulations could potentially act as non-tariff barriers to trade in digital services. For instance,
India introduced data localization norms that require certain types of data to be stored only in India. This
restricts foreign service providers who cannot transfer data freely. Divergent national laws create market
access barriers, especially for small and medium foreign enterprises that lack the resources to customize

offerings.®® It negatively impacts a country's ability to benefit from trade in global digital services.
e Supply Chains and Procurement

As supply chain operations become more data-driven, restrictions on cross-border data flows will impact
efficient supply chain management. It can prevent collaboration with overseas vendors, real-time inventory
tracking across regions, and suppliers' ability to use data to predict procurement needs. Supply chains
spanning multiple jurisdictions with inconsistent data regulations are especially vulnerable. This can

increase supply chain risks and costs.

e Innovation and Competition

Data transfer regulations may inhibit innovation and affect competitive dynamics. Restrictions prevent
businesses from tapping global expertise and integrating latest technologies like AI/ML. Data localization
mandates could limit access to valuable public datasets stored abroad.®? Such barriers favor large

incumbent firms that have the resources to comply with fragmented rules. Startups and smaller firms lack

49%“BEuropean Commission, ‘Adequacy Decisions: How the EU Determines if a Non-EU Country has an Adequate Level of
Data Protection’ (European Commission, 31 January 2022) \<https://ec.europa.eu/info/law/law-topic/data-
protection/international-dimension-data-protection/adequacy-decisions_en> accessed 27 February 2023.”

%0 Chander A and Lé U, ‘Breaking the Web: Data Localization vs. the Global Internet’ (2014) Emory Law Journal Forthcoming
\<https://ssrn.com/abstract=2407858> accessed 27 February 2023.

SIFerracane MF, ‘Restrictions on Cross-Border Data Flows: A Taxonomy’ (2017) ECIPE Working Paper, #1/2017
\<https://ecipe.org/publications/restrictions-cross-border-data-flows-taxonomy/> accessed 27 February 2023.

2 Levy R, ‘New Light on Data Transfer Restrictions: Exploring the Labyrinth’ (2019) CIGI Papers No. 243 \<
https://www.cigionline.org/publications/new-light-data-transfer-restrictions-exploring-labyrinth/> accessed 27 February 2023.
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this capacity, negatively impacting innovation. It creates a competitive disadvantage for domestic

companies as foreign rivals not subject to the same regulations innovate more quickly.

e Foreign Investment

Stringent data transfer rules could dampen foreign investment in the digital economy. Investors are drawn
to jurisdictions with greater regulatory certainty and ability to transfer data freely within corporate groups.
For example, ambiguity around China's cross-border data transfer rules is seen as a key barrier for foreign
technology investment in the country. Restrictions also limit tech firms' access to foreign VC funding since
data cannot be freely shared during due diligence. Thus regulations directly impact a country's foreign

investment inflows.

e Consumer Trust

While important for protecting privacy, overly stringent restrictions on data transfers can also negatively
impact consumers. Services like ride-sharing apps need to share data across borders to function efficiently.
Limiting this affects service quality. Restrictions also prevent consumers from availing services available
globally but not locally. Diminished competition further reduces choices. Such an impact on consumers

affects overall trust and confidence in digital services.
V1. LEGAL CASE STUDIES
A. Landmark Legal Cases Involving Cross-Border Data Transfers

The issue of cross-border data transfers has become increasingly important in recent years due to the rise
of globalization and digitalization. As more and more data is transferred across national borders, legal
disputes have emerged regarding the legality and privacy implications of such transfers. There have been
several landmark legal cases in different jurisdictions that have helped shape the laws and regulations

around cross-border data transfers.

e Schrems v Facebook (2015)

One of the most significant cases in this area is Schrems v Facebook, which was decided by the Court of
Justice of the European Union (CJEU) in 2015.%° This case challenged the validity of the EU-US Safe
Harbor agreement which allowed for easy transfer of EU citizens' data to US companies that self-certified
under the Safe Harbor Privacy Principles. The CJEU ruled that the Safe Harbor agreement was invalid as
it did not adequately protect EU citizens' data from US government surveillance. The CJEU found that US

law did not provide adequate protection for EU citizens' personal data that was transferred to the US.

3“MaximillianSchrems v Data Protection Commissioner, Case C-362/14, Court of Justice of the European Union, 6 October
2015.”
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Specifically, the CJEU was concerned about the ability of US authorities to access EU citizens' data under
US surveillance laws and the lack of judicial redress available to EU citizens. This landmark judgment
forced the renegotiation of data transfer agreements between the EU and US, leading to the later adoption
of the EU-US Privacy Shield framework. The Schrems case established that data transfer mechanisms must

provide a level of protection for personal data equivalent to that guaranteed within the EU.%*
e MaximillianSchrems v Data Protection Commissioner (2020)

In 2020, the CJEU again ruled on Schrems' challenge against Facebook regarding cross-border data
transfers in MaximillianSchrems v Data Protection Commissioner, this time invalidating the successor EU-
US Privacy Shield framework.® The CJEU ruled that the Privacy Shield did not address the deficiencies
identified in the 2015 Schrems judgment and did not include limitations on US authorities' access to
transferred data. This landmark case established that simply including restrictions and safeguards in a data
transfer agreement is not enough - the legal system of the third country must provide substantively
equivalent protection to EU standards. The CJEU did uphold the validity of using Standard Contractual
Clauses (SCCs) for EU-US data transfers if supplemented by additional safeguards. However, the ruling
placed multinational companies relying on EU-US data transfers in a difficult position and forced EU and
US regulators back to the negotiating table to establish a new transatlantic data transfer framework that
meets the CJEU's standards. The Schrems II case continues to have significant implications for

international data transfers globally.
e Singapore Court of Appeal - Facebook defamation case (2019)

Cross-border data access issues have also emerged in Asia, for example in the 2019 Singapore Court of
Appeal judgment for a defamation case against Facebook.®® This case concerned a Singaporean
businessman who filed a defamation suit against a user who posted allegedly defamatory statements about
him on Facebook. As part of the discovery process, the plaintiff requested access to the user's private
Facebook records to establish their identity. Facebook declined to produce the user's private content data
stored in the US and Ireland, based on its data protection obligations in US and EU law. The Singapore
Court of Appeal ruled that Singapore courts had jurisdiction to order the production of any data or
documents, wherever located, if relevant to proceedings. However, the Court provided guidance for future
cases that courts should exercise caution in ordering production of personal data from foreign jurisdictions

where it would impact legal rights or obligations there. While upholding the order for Facebook to produce

S4“Chander, A., Kaminski, M. E., &McGeveran, W. (2015). Catalyzing privacy law. MINN. L. REV,, 105, 1733.”

%5«Data Protection Commissioner v. Facebook Ireland Limited and MaximillianSchrems, Case C-311/18, Court of Justice of
the European Union, 16 July 2020.”

% Facebook v. Ho, Huapeng, Patrick, Channing Does [2019] SGCA 22, Court of Appeal of the Republic of Singapore, 31
March 2019.
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the user's data in this instance, the judgment showed sensitivity regarding conflicts of law and sovereignty

concerns in cross-border data access.

e Union of India v WP (C) 7284/2017 (Supreme Court of India, 2019)

In India, privacy and data protection issues around Aadhaar, India's national biometric ID system, have
frequently arisen before the courts. In 2019, the Indian Supreme Court heard WP(C) 7284/2017, which
challenged certain Aadhaar authentication practices on grounds including violation of privacy.®’ The Court
upheld the validity of Aadhaar but emphasized that individuals must have control over their identity data
under the fundamental right to privacy. The judgment restricted the sharing of Aadhaar data to only
authorized agencies for welfare schemes and prohibited commercial use of the data without consent. The
Supreme Court also struck down Section 57 of the Aadhaar Act, which had allowed private entities to
demand Aadhaar authentication. This prevented private companies from building databases using Aadhaar-
linked data. This landmark decision limited both government and private sector use of the Aadhaar database
to protect against surveillance and commercial exploitation, helping safeguard privacy in India's digital
ecosystem. The extensive Aadhaar judgment also established privacy as a fundamental right under the
Indian Constitution, creating a constitutional basis to challenge cross-border data transfers infringing on

privacy.
e Google v Equustek (Supreme Court of Canada, 2017)

In the global context, courts have also weighed in on the balance between cross-border data access and
freedom of expression online. In Google v Equustek®®, the Supreme Court of Canada upheld a worldwide
de-indexing order against Google to prevent unlawful distribution of the plaintiff's intellectual property via
Google search results. Google argued this interfered with freedom of expression on the internet. However,
the Court ruled that the worldwide order was necessary to prevent circumvention since the plaintiff's
confidential data could be disseminated from any jurisdiction. This case demonstrates that while courts
seek to balance interests like privacy and expression, preventing cross-border data transfers may be viewed
as vital to enforcing rights online. The Google case sets an important precedent regarding global content

blocking and restrictions on access to shield rights.
e Analysis

These landmark cases highlight evolving judicial approaches to balancing cross-border data regulation,

individual rights, corporate interests and state sovereignty. Courts have underscored that data protection

S7“Justice K.S. Puttaswamy (Retd.) and Anr. v Union of India and Ors., Writ Petition (Civil) No. 494 of 2012, Supreme Court
of India, 26 September 2018.”
8“Google Inc. v Equustek Solutions Inc., 2017 SCC 34, Supreme Court of Canada, 28 June 2017”
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standards and safeguards must be adequate before allowing cross-border data transfers, especially to
jurisdictions with lower standards of protection. The Schrems decisions establishing this principle are
considered seminal judgments in data protection law globally. At the same time, courts are cautious about
exercising extraterritorial jurisdiction and ordering production of data stored abroad where it interferes with
rights and laws of other nations. The Singapore Court of Appeal's guidance shows sensitivity to foreign
data protection regimes. However, courts have also held that enforcing rights may necessitate worldwide
orders restricting access to content despite freedom of expression concerns. Domestically, courts including
in India have prioritized individual privacy and control over data as a fundamental right, restricting
government and commercial use. These trends illustrate judicial recognition of the privacy hazards of
unregulated cross-border data flows. Courts play an important role in balancing state interests, corporate
interests and individual rights regarding data transfers across jurisdictions. With data flows increasing in

volume and complexity, more such landmark cases can be expected to shape cross-border data regulation.
VII.  FUTURE TRENDS AND REGULATORY DEVELOPMENTS

Cross-border data transfers refer to the transmission of personal data across national borders. As the digital
economy continues to expand globally, cross-border data transfers have become increasingly common.
However, they also raise complex legal and regulatory issues given differences in data protection standards
across jurisdictions. This brief examines emerging trends and developments in the regulation of cross-
border data transfers. The volume of cross-border data flows has grown exponentially in recent years.
According to one estimate, cross-border bandwidth grew 45 times larger between 2005 and 2015. This
growth is being driven by various factors, including the rise of cloud computing, growth of global
organizations transferring data across units, increased outsourcing and offshoring of business processes,

and growth in international e-commerce.
Several developments are likely to further accelerate cross-border data transfers in the coming years:

e Expanding internet access and smartphone usage in developing countries will connect more users

to global digital services that involve cross-border data transfers.

e Technologies like 5G, Al IoT, and autonomous vehicles will generate more data and enable new

applications involving cross-border transfers.

e Global initiatives like Digital India, Thailand 4.0, and Digital Silk Road are focused on boosting

digital connectivity and economic integration.

e Trade agreements increasingly address cross-border data flows. The USMCA, CPTPP, and DEPA

all include provisions to facilitate data transfers.
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As cross-border data transfers continue growing, appropriate governance frameworks will become

increasingly important.
There is currently a fragmented global regulatory landscape for cross-border data transfers:
e The EU has the GDPR with requirements like adequacy decisions and standard contract clauses.
e The US lacks a comprehensive federal privacy law but has sectoral laws like HIPAA.
e Countries like Russia, China, and India have data localization requirements.
e Many developing countries still lack data protection laws.

This fragmentation creates compliance challenges for companies transferring data across multiple

jurisdictions. It also leads to uncertainties regarding applicable legal standards.
VIll. CONCLUSION

The cross-border transfer of data is a complex issue that involves balancing privacy, security, and economic
interests across borders. As the world becomes more interconnected through advancements in technology,
data flows increasingly traverse national borders. However, differing data protection regimes across
countries have made cross-border data transfers legally problematic. The European Union, which has some
of the most stringent data protection laws in the world, has been at the forefront of regulating cross-border
data transfers. The landmark Schrems I and II judgments by the Court of Justice of the European Union
invalidated the EU-US Safe Harbor and Privacy Shield frameworks that had hitherto enabled data transfers
between the EU and US, finding the laws and practices governing US public authorities’ access to data to
be incompatible with EU standards. This has significantly disrupted EU-US data flows, leaving companies

scrambling to find alternative legal bases for transfer.

India is also in the process of drafting a data protection law that will have significant implications for cross-
border data flows given its position as a major hub for outsourcing of technology services. The recent report
submitted by the joint parliamentary committee on the Personal Data Protection Bill, 2019 recommends
prohibiting the transfer of sensitive personal data abroad even to countries with adequate data protection
regimes, which could adversely impact businesses. The bill also provides for cross-border transfer of other
personal data based on intra-group schemes like binding corporate rules or standard contractual clauses
approved by the Data Protection Authority, mirroring the EU approach. However, ambiguities around the
scope of restrictions imposed need to be resolved. The growing trend of data localization poses challenges
to free flow of data across borders. Countries cite privacy, security, economic or strategic concerns to
mandate local storage and processing of data. But critics argue that forced localization is a trade barrier in

disguise that fragments the internet and stifles innovation, outweighing any benefits. India's draft e-
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commerce policy mandating mirroring of certain data locally has also faced backlash. Defining the

appropriate boundaries of data sovereignty in an interconnected world requires nuanced policymaking.

The jurisprudence around cross-border data transfers is still evolving. Courts have a crucial role in
balancing the fundamental right to privacy and data protection with other legitimate public and private
interests to shape standards. New complexities will emerge with technological developments like cloud
computing, the Internet of Things and artificial intelligence. Finding solutions will require conversations
between multiple stakeholders - governments, companies, technologists, civil society and international
organizations. The cross-border transfer of data touches upon challenging questions on the limits of state
sovereignty, individual rights and corporate power in a digitally interconnected world. The competing
interests involved needs to be reconciled to build consensus on shared standards. Getting the balance right
will be key to realizing the tremendous economic and social benefits of data flows across borders while

safeguarding public interests.
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